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Senarios

Setup Screen Sharing to connect remotely (both systems mus
Mac OS X 10.5.8h your work computer

Connect to the UAB network via Virtual Private Network (\dPN
your remote(home)computer

Connect to your workomputer remotely from another OS X
10.5.x computer
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* Click on a sectiotitle above to skip tat.

Overview

These instructions provide the steps fdAB faculty and stafo accesgheir Mac OS X 10.5.x computers

remotely (screen sharingdom their Mac OS X 10.5.x computers at homtés recommended that users

install and run the Cisco Virtual Private Network (VPN) Client before establishing a remote connection,

and that additional security measures are taken (see page 2) to protect &td&BRJders may need to

contact AskIT at 26896-5555 or their system administrator for additional settings or prerequisites
necessary to connect remotelln addition to the documentation provided for OS X 10.5.x computers,
you will also find informationagarding other possible scenarios on page 3.
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Security Precautions to Consider When Connecting Remotely

Please make sure that the remote computer you are connecting from is secure before using it to access
UAB data.

1. Check for Operating System updates
a. Clickthe ApplbuttonA Yy (G KS Y Sy dz BditharelUpdRte' @ik Edoees G
to check for available updates.
b. Lyatdltt Fyeé& dz2ZJRIGSa ySSRSR dzyiAt GKS az2fFidgl
G2 RIGSoe

2. Install Antivirus

Please NoteThere is a known incompatibility with Sophos and FileVault on Mac OS X 10.5.x. If you are
using FileVault please do not install Sophos Antivirus at this time.

Antivirus software protects your computer from malicious files and exploits. The effectiveiigs o

~ A 4 ooA = 4

FyGAQBANHz2z a2F061 NBSQa FoAfAGe G2 RSGSOG YItAOAZ2dz
several times a day by the manufacturer. Therefore, it is important that the antivirus software is
updated regularly to detect the latest thresat

Please follow these steps to instalbphos antivirus for Mac
a. Visitthe UAB IT Software Librarywatw.uab.edu/it/software
b. Navigate to the software available and sel8cphos AntivirusYou will be promptd
for your BlazerID and strong password.

Authentication Required

A username and password are being requested by
https://lists.it.uab.edu. The site says:

"BlazerlD_and_Password"

User Name: |

Password:

I"- Cancel \1 f—BI(—’
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C.

I tA0] BaersSd SOKOEPOt A O1 «a

(< NGNS Opening Sophos_4-9-18.dmg

You have chosen to open
@ sophos_4-9-18.dmg
which is a: Binary File

from: https://lists.it.uab.edu

What should Firefox do with this file?

() Open with DiskilmageMounter.app (default) l vl
eSave File

Do this automatically for files like this from now on.

(" cancel ) f*a

Double click ordSophos.AV.dmgso that it mounts in Finder.

-
DoubleOf A O3ophasy4.9d® ¢

Wi |¢,|_|’!sg- .:"_Eg_ws*‘.
DoubleOf A OUAB thsfalldE I Yy R NI F S Nii Xi 2lhstRn§ 8ophd&O (IIAV2 R/ &
éConfigure Automatic Updates T2 NJ (G KS & Siflydzl danifollciviihBdtepsi A 2 v &
in this document which include the screenshots, but you will need the username and
LI a6 2NR WHRIGRIRE R Ry O® yriaiclipdhtds) | dzi 2
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g. DoubleOf A O3ophasyAntiirus.mpkg

800 |_ Sophos_4.9.18 =

¥ DEVICES
=4 Macintosh HD

El iDisk

B Sophos_4.9.18

Manuals Sophos Anti-Virus.mpkg UAB Install.rtf

¥ SHARED
= vabfile3.ad.ua... & |,
askit-m1 1
AskIT-M10
E Conor Christense.... ||
Cabriel Rios's Ma... |
I Jon Tyler's MacBook
laurenrast
@ Al

¥ PLACES
[ Desktop
4 gata
f\ Applications

h. / t AGOAtinuéD £

v

This package contains a program that
determines if the software can be
installed. Are you sure you want to
continue?

If you're not sure about the source of this package,
click Cancel to prevent it from running the program
and installing the software.

( Cancel ) E—Gcmhrluc—a
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i. / f ACOHAtinuéb ¢

os Anti-Virus Installer

You will be guided through the steps necessary to
install this software.

{ GoBack ) ( Continue )

j. 1 f ACOAtinuéD £

Sophos Anti-Virus for Mac OS X release notes
© Introduction Version numbers
New in this version
Known problems
Additional information
Information from previous versions

Sophos Anti-Virus 4.9.19

Threat detection engine 2.83.3

Threat data 4.38, February 2009

New in this version

(DEF 23543) This version includes 2 fix for 2 problem with using
SystemStarter to restart Sophos Anti-Virus. Previously, this operation did
not restart the relevant daemons correctly.

(" GoBack ) ( Continue )
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k. / £ AIStRlld &

Standard Install on “Macintosh HD”

© Introduction
© Read Me This will take 42.6 MB of space on your computer.

© Destination Select Click Install to perform a standard installation of
© Installation Type

this software on the volume "Macintosh HD".

(" Change Install Location... )

£
S

( GoBack ) ( Install )

[.  You may be prompted for your system username and password (this may not be the
same as your Blazerdhd strong password).

ﬁ Installer requires that you type your
password.

Name: l

Password: |

( Cancel ) —
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m. Once themstallation has finished, rightlick on the Sophos icon (it looks like a silver

aKASE RO

Show AutoUpdate Window

Open Sophos Anti-Virus...
Open Preferences...

About Sophos Anti-Virus

OpgniRrefarénte8 © (i 6 ¢ 2 WBlatdiNOWE i§ grayed out).

n. / £ A 01 ARtgUpdat€S (d ockck ahkh& lyfue lock icon to make changes (you

Y@ 0SS LINPYLIISR F2NJ @2dzNJ a2aidsSYy LI aag2NR | =
A4St SOGSRY (KSyYy SyGSNI (KS dza SonigurerABitorhagicR LI a & ¢
Updateg a S O WARIyStalRrtE &
e0n Sophos Anti-Virus
[ Scanning  Motification AutoUpdate]
[ Primary Server | Primary Proxy  Secondary Server  Secondary Proxy |
*) Sophos
") Company web server URL:
~) Network volume
User name: secscses
Password: sssssss
@ Click lock to make changes Defaults Set Revert
0. Cli§ S& |IyR SyiGSN) &2dzNJ aeadSY daAaSNyYylryYyS |yR LI
window.
3. Check for Updates
a. RightOf A 01 2y (KS {2LK2a AO2y oOUpdatefNavwg a € A1 S

b. A status bar will display the progress of downloading asthlling the updates, then

82dz oAttt asSsS |

800 Sophos AutolUpdate Status

Y8aal 38 ANJARAQF GA ¥ S S§KHAIRE fi & E

Sophos Anti-Virus has been updated

Last updated: 5 May 2009 12:48

e
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4. Run a systerscan
a. RightOf A0l 2y GKS {2LK2a A02y O6Q@pénSopghés1 a fA71S
Anti-VirusX €
b. Select the drive you need tean and click on the green arrow to run a scan.

MO0 Sophos Anti-Virus

. (B][e][?]

@' =y Macintosh HD

ltem= scanned: O Wiruses detected: O Errars: O

P Details
P
T

c. The results of the scan should be documented and any malicious files quarantined or
noted by the scan should be removed.
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How do | connect to my computaremotely?

There are several possible scenariosréanote connections involving Macs:

1. Remotely accessing a Mac OS X 16tdm another 10.5.x: see the instructions beginning on
page 9 for these steps.

2. To access a Mac from a Windows XP PC, Windows Vista PC, or Mac OS X 10.4.x (or earlier): You
will need b download and install a Virtual Network Computing (VNC) application. There are
several open source options depending on your needs. For additional assistance, please contact
AskIT at 20896-5555.

3. To access a Windows XP or Vista PC or Winased filesand services from your Mac: Visit
http://www.microsoft.com/mac/products/remotedesktop/default. mspxo downloadRemote
Desktop Connection Client for MacRbr additional asstance, please contact AskIT at 2086
5555.
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Set upScreen Sharintp connect remotely (both systems must bdac OS X 10.5)x

1. 1 £t A0l 2y GKS SysdnifPfertnody Zy R SalBI®Y o@ A NOf SR Ay &St
below).
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