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* Click on a sectiotitle above to skip tat.
Overview

UAB faculty and sthtan comect to their computers using Remote Desktop Connection. It is
recommended that users install and run the Cisatudli Private Network (VPN) Client before
establishing a remote connection, and that additional security measures are taken (see page 2) to
protect UAB dataUsers may need to contact AskIT at BBB-5555 or their system administrator for
additional setthgs or prerequisitesecessary to connect remotely
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Security Precautions to Consider When Connecting Remotely

Please make sure that the remote computer you are connecting from is secure before using it to access
UAB data.

1. Check for Operating Systemdgies
a. / £ A0l St (DrIKpidcdAN Programs and S f SWiridows Update or visit
http://update.microsoft.com
b. Cliq Expresé (2 OKSOl F2NJ FOFAtrLotS dzLIRFGS4d
c. Install any security updates thatare dva | 6 f S  andtall Opdata3iéA y 3 &

2. Install Antivirus

Antivirus software protects your computer from malicious files and exploits. The effectiveness of the
FYyGABANHzZ2Zz a2F06F NBSQa FoAfAGe G2 RSGSOidpdaret t A OA 2 dza
several times a day by the manufacturer. Therefore, it is important that the antivirus software is

updated regularly to detect the latest threats.

Please follow these steps to install Microsoft Forefront:

a. Visit the UAB IT websitétfp://main.uab.edu/Sites/it)).

b. / tA01 2y SAGKSNI 6KS {GdzZRSy( 2 NSoftMar®dz G& g {
Libraryd €

c. Navigate to the software available and select Microsoft Forefront. Download and Install
the applicaton.

d. Visithttp://update.microsoft.comand check for updates .

e. Once Forefront has been updated, run a full system scan to check for anything
malicious.
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3. Run a Full System Scan
a. Open the Forefront console by righlicking the Forefront icon in the system tray or by
Of A OStaktyéd (BAKBroframd ¢  (MACBsHft Forefront ¢  (FEr&ngnt Glient
Security €
b. / £t A0l GKS I NNBRg yREScat#2 {Oly | yR OK22a&$S &

) Microsoft Forefront Client Security |Z||E||z|

Microsoft

Forefront
Client Security

Zuick Scan

Full Scan

I--' | Cuskom Scan...
@Nu unwanted or harmful sorcwareo a.

Your computer is running normally,

Status
Last scan: Today ak 10:00 AM (Quick scan),
Scan schedule: Daily around 2;00 AM (Quick scan).
Real-time protection: an,
Antivirus definition: Wersion 1.51,1279.0 created on 3/2)2009 at 4:05 AM,

Antispyimare definition: Wersion 1.51,1279.0 created on 3/2/2009 at 4:05 AM,

c. The results of the scan should be documented ang malicious files quarantined or
noted by the scan should be removed.
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How do | connect to my computaremotely?

1. CANRGZ &2dz gAft ySSR (2 RSGSN¥YAYS &2dzNJ g2N] O2
to visithttp://whatismyipaddress.com/Your IP address will be displayed on the page; please
memoarize the number or store it securely until you are able to use it from home.

2. Connect to the UAB network via Virtual Private Network (VPN)

a. To downloadhe VPN client, please gowowvw.uab.edu/vpnt y R Of A O{Cligky GKS f
here to download the latest Windows 2000/XP/Vista client and enter your BlazerID and
password when prompted. 9y (i SNJ @2 dzNJ . f 2 SRLAEY | YRS adiIN2FN
YIEYSeé YR atl aag2NRe FASERaAO®

@ > b ]g http:/ fraww, uab.edufvpn/findex2. html V‘ 5| X |% ive Search |‘P |
File Edit VYiew Favorites Tools Help %Convert - @Select

F r = —— i 5 »
W IQVPN_UAB DCNS Data Communications/Network Servi... ‘ ’ f - B e - |2kPage v (G Tools ~

[>

The server www.uab.edu at BlazerID_and_Password requires
a username and password.

User name: |ﬁ | v‘
Questions and Answers.. Click here.... | Password: | [
Attention Health Systems users: You may bq [IRemenber my password |ly for use with
the Health Systems Network. Please contac] edu if this is

the case.

[ OK H Cancel ] =

Click here to download the latest Windotrsooorarrrerorermr e errerromrorere and
password when prompted.

If prompted, choose "Open" and the client will install automatically.

Otherwise, please save the file on your PC and then navigate to it and double click it to install the
VPN client.

**NOTE - Your machine may need to be restarted to complete the install.

USING THE VPN CLIENT AFTER INSTALLATION:

Click the "START" button

Select Programs, then "Cisco Systems VPN Client”, then "VPN Client"

Double click on "UABVPN" in the window that opens, and supply your BlazerlD and Password when
requested..

Th Adiccannact rinht flick an tha uallnar lncls ican bhar tha clack Anvnnirtackhar and chancn o

https:{fwww.uab.edufvpn/clientfvpnclient-win-n C] 'ﬂ Local intranet H100% -

/2y G0l OG0 1986 b ¢ pwwH h @ ] minkudh:.edudstitR Page |4



http://whatismyipaddress.com/
http://www.uab.edu/vpn

“ INFORMATION
TECHNOLOGY

b. / t ARDE ®d

C.

d.

File Download - Security Warning @

Do you want to run or save this file?

Name: vpnclient-win-msi-5[1].0.04.0300-k9.exe
Type: Application, 11.2MB

From: www,uab.edu

[ Run ][ Save ]| Cancel |

| -’-~' While files from the Interet can be useful, this file type can
\ﬂ’/ potentially harm your computer. If you do not trust the source, do not
= run or save this software. What's the risk?

/ £ ARDE & I+ AY O

Internet Explorer - Security Warning @

The publisher could not be verified. Are you sure you want to run this

software?

Mame: vpnclient-win-msi-5[1].0.04.0300-k3,exe

Publisher: Unknown Publisher

[ Run ] [ Don't Run

l

should only run software from publishers you trust, How can I decide what

software to run?

@ This file does not have a valid digital signature that verifies its publisher. You

/ £ AGKE 6

WinZip Self-Extractor @

UAB VPN Installer

| OK I Cancel I
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e. / t ASBtupd &

WinZip Self-Extractor - vpnclient-win-msi-5[1].0.04.0300-k9]...

5 UAB VPN

Cancel

About

4l

f. 1 f ANBA £6

i Cisco Systems VPN Client 5.0.04.0300 Setup A=

Welcome to the Cisco Systems
VPN Client 5.0.04.0300
Installation Wizard

Itis strongly recommended that you exit all Windows programs
before running this setup program.

Click Cancel to quit the setup proaram, then close any programs
you have running. Click Next to continue the installation.

WARNING: This program is protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law.

¢Back | Newt> | [ Cancel ]
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g. / t Al@cteptdhe licensing agreementé G K S\gxtd@f A O1 @
i@ Cisco Systems VPN Client 5.0.04.0300 Setup E]‘i
License Agreement 6
You must agree with the license agreement below to proceed. ) ~— \‘
Client Software License Agreement of Cisco Systems »

THE SOFTWARE TO WHICH YOU ARE REQUESTING ACCESS IS THE
PROPERTY OF CISCO SYSTEMS. THE USE OF THIS SOFTWARE IS
GOVERNED BY THE TERMS AND CONDITIONS OF THE GREEMENT

SET FORTH BELOW. BY CLICKING "YES" ON THIS SCREEN, YOU
INDICATE THAT YOU AGREE TO BE BOUND BY THE TERMS AND
CONDITIONS OF THAT AGREEMENT. THEREFORE, PLEASE READ THE
TERMS AND CONDITIONS CAREFULLY BEFORE CLICKING ON ""YES".

IF YOU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THE
AGREEMENT, CLICK "NO" ON THIS SCREEN, IN WHICH CASE YOU

WILL BE DENIED ACCESS TO THE SOFTWARE. v

(| accept the license agreement
(®) | do not accept the license agreement

[ Reset ] [ < Back J

h. / £ ANBA® éd

i Cisco Systems VPN Client 5.0.04.0300 Setup

Destination Folder 6
Select a folder where the application will be installed. ) A

The Wise Installation “Wizard will install the files for Cisco Systems VPN Client
5.0.04.0300 in the following folder.

To install into a different folder, click the Browse button, and select another folder.
You can choose not ta install Cisco Systems WYPN Client 5.0.04.0300 by clicking Cancel
to exit the Wise Installation YWizard.

Destination Folder

C:\Program Files\Cisco Systems\WPN Clients

[ < Back “ Next > J [ Cancel ]
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i/ f ANBRDEd

i Cisco Systems VPN Client 5.0.04.0300 Setup
Ready to Install the Application 6
Click Next to begin installation. ' <

Click the Back button to reenter the installation information or click Cancel to exit

the wizard.

[ < Back ][ Next> | [ Cancel ]

.1 f AGEDE &
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