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* Click on a sectiotitle above to skip tat.
Overview

UAB faculty and sthtan comect to their computers using Remote Desktop Connection. It is
recommended that users install and run the Ci¥aual Private Network (VPN) Client before
establishing a remote connection, and that additional security measures are taken (see page 2) to
protect UAB dataUsers may need to contact AskIT at BBB-5555 or their system administrator for
additional sétings or prerequisite;ecessary to connect remotely
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Security Precautions to Consider When Connecting Remotely

Please make sure that the remote computer you are connecting from is secure before using it to access
UAB data.

1. Check for Operating Systampdates

/| £ A O St (DrAFBaitEAlN Programs{ S SvbdowsdUpdaté I y R { ok folOf A O] &
UpdateséL y & GFEf Fye AYLRNIFYG dzLIfostal §pdatesel ¢ F NB F GF At

44 Check for updates Windows Update

Change settings
View update history @ Download and install updates for your computer

Restore hidden updates
= Total: 1 important update, 3.6 MB Install updates
(2) Updates: frequently asked Also available: 3 optional updates

[ questions View available updates

Always install the latest updates to enhance your computer's
security and performance.

Most recent check for updates: Today at 9:11 AM
Updates were installed: 2/23/2009 at 4:28 PM. View update history

You have Windows set to: Automatically install new updates every day at 3:00 AM
(recommended)
You receive updates: For Windows and other products from Microsoft Update

Seealso
Security Center
Installed Updates

2. Install Antivirus

Antivirus software protects yowwomputer from malicious files and exploits. The effectiveness of the
FyGAGANHzZZ a2F0ol NBQa loAfAdGe G2 RSGSOG YItAOA2dz
several times a day by the manufacturer. Therefore, it is important that theieusisoftware is

updated regularly to detect the latest threats.
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Please follow these steps to install Microsoft Forefront:

a. Visit the UAB IT websitattp://main.uab.edu/Sitesl/it)).

b. Click on either the Studentd CI Odzf 1& 9 {GF FF BdaieA2yasz | yR
Library.€

c. Navigate to the software available and select Microsoft Forefront. Download and Install
the application.

d. Visithttp://update.microsoft.comand checKor updates.

e. Once Forefront has been updated, run a full system scan to check for anything
malicious.

3. Run a Full System Scan

a. Open the Forefront console by righblicking the Forefront icon in the system tray or by
clickingdStart¢ then 6All Programse then éMicrosoft Forefronté then oForefront Client
Security€

b. Click the arrow net to Scan and choosull Scarg

) Microsoft Forefront Client Security |Z|[E||g|

- Microsoft
- , ﬁ' Home '," Scan = "a Histony ﬁ Tools @:I [~ ForEfront'
- Client Security

Quick Scan
Protection againsk malicious and urwvean

Custom Scan...

l@ Mo unwanted or harmful sorcw

Your computer is running normalky,

Status
Last scan: Today ak 10000 AM (Quick scan),
Scan schedule: Daily around 2;00 AM (Quick scan).
Real-time protection: o,
Antivirus definition: Version 1.51.1279.0 created on 3/2/2009 at 4:05 AM,

Antispyware definition: Wersion 1.51,1279.0 created on 3/2)2009 at 4:05 AM,

c. The results of the scan should be documented and any malicious files quarantined or
noted by the scan should be removed.

[ 2y a1 Ol 1996Db b o pw wH h @ 1 vwmudd:edudsiitR Page |3



http://main.uab.edu/Sites/it/
http://update.microsoft.com/

“ INFORMATION
TECHNOLOGY
How do | connecto my computerremotely?

1. CANRGZ &2dz gAft ySSR (2 RSGSN¥YAYS &2dzNJ g2N] O2
to visithttp://whatismyipaddress.com/Your IP address will be displayed on the patggse
memoarize the number or store it securely until you are able to use it from home.

2. Connect to the UAB network via Virtual Private Network (VPN)

a. To download the VPN client, please gawew.uab.edu/vprnand click? y ( KSlick A y 1 d
here to download the latest Windows 2000/XP/Vista client and enter your BlazerID and
password when prompted. 9y 1 SNJ @2 dzNJ . £ ' T SNL BUsdr yR a i NR Y =
namet¢ | faksward FA St Ra @

fé VPN_UAB DC/NS Data Communications/Network Services VPN Client - Windows Internet Explorer (o &@ ]k
73 3 r
@ A r@ http://www.uab.edu/vpn/index2.html v ’ +4 l X \ ] Google pel v|
n = — a = = >
b ‘U VPN_UAB DC/NS Data Communications/Networ... ’ i 2 v B ~ = v |2 Page v i Tools v

>

Data Communications / Network Services

m

‘Connect to www.uab.edu 7|

VPN C @-\
AN
uestions and Answers.. Click here.... ) X

Attention Health Systems users: You may be requi| the server www.uab.edu at BlazerID_and_Password requires  i5€ With the Health

Systems Network. Please contact the HSIS Help D| a username and password. case.
User name: | v
Click here to download the latest Windows 20 5 : assword when
assword:
prompted.
If prompted, choose "Open" and the client will ["1Remember my password
Otherwise, please save the file on your PC an he VPN client.

**NOTE - Your machine may need to be r¢

ok | [ cancel |

USING THE VPN CLIENT AFTER INSTALL [
Click the "START" button
Select Programs, then "Cisco Systems VPN Client", then "VPN Client"

Double click on "UABVPN" in the window that opens, and supply your BlazerlD and Password when requested..

https://www.uab.edu/vpn/client/vpnclient-v § €l Local intranet | Protected Mode: On #100% ~
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b. / t ARDE ®d

C.

Do you want to run or save this file?

. 'l" Name: vpnclient-win-msi-5[1].0.04.0300-k9.exe
Type: Application, 11.2MB
From: www.uab.edu

i = 3 While files from the Intemet can be useful, this file type can
\@ potentially hamm your computer. If you do not trust the source, do not
~ run or save this software. What s the risk ?

File Download - Security Waming =

/ £ ARDE & I AY O

Internet Explorer - Security Warning

The publisher could not be verified. Are you sure you want to run this

software?

Name: vpndient-win-msi-5[1].0.04.0300-k3.exe
Publisher: Unknown Publisher

| ru | [ DontRun |

I-"‘\l This file does not have a valid digital signature that verifies its publisher. You
@ should only run software from publishers you trust. How can I decide what

software to run?
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d. / t AADow.é &

| User Account Control 23]

@ An unidentified program wants access to your computer

Don't run the program unless you know where it's from or you've used it
before.

. 1 vpnclient-win-msi-5[1].0.04.0300-k9[1].exe
Unidentified Publisher

< Cancel

I don't know where this program is from or what it's for.

< Allow

I trust this program. I know where it's from or I've used it before,

(¥) Details
User Account Control helps stop unauthorized changes to your computer.

e. /| f AGKE «a

‘WinZip Self-Extractor =

UAB VPN Installer

0K Cancel

[ 2y a1 Ol 1996Db b o pw wH h @ 1 vwmudd:edudsiitR Page |6




w INFORMATION
TECHNOLOGY

S UAB VPN

g. / f ANGXtP £d

Welcome to the Cisco Systems
VPN Client 5.0.04.0300
Installation Wizard

It is strongly recommended that you exit all Windows programs
befare running this setup program.

Click Cancel to quit the setup program, then close any programs
you have running. Click Next to continue the installation.

WARNING: This program is protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law.

,; < Back _][ Nest> | [ Cancel ]
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h. / t Al @teptdhe licensing agreemenhté (1 K S\gxtd@t A O] &

i/ f ANBA® 4
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