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¦!.Ωǎ ǿƛǊŜƭŜǎǎ ƴŜǘǿƻrks, uabwifi and uabwifi-nac, are available to students in convenient areas on 

campus, including classrooms and common areas. The preferred network for students is uabwifi-nac, 

which requires WPA2 authentication. Students in residence halls have access only to uabwifinac, 

whereas commuting students may also connect to uabwifi (although uabwifi-nac is recommended). 

Connecting to uabwifi 

To connect to uabwifi, choose it from your list of available networks and enter the WEP key, available at 

www.uab.edu/wireless. After connecting, open a browser window and enter your BlazerID and strong 

password when prompted. 

Connecting to uabwifi-nac  

 System Requirements  

1. The operating system must either be Windows XP (SP3), Windows Vista, or MAC OSX.  

2. The wireless adapter must be able to support WPA2 AES encryption.  

3. The laptop must be up to date on operating system patches and antivirus software.  

 Antivirus Requirements: Beginning with the Fall 2009 semester, in order to connect to ResNET 

or uabwifi-ƴŀŎΣ ǎǘǳŘŜƴǘǎΩ ƳŀŎƘƛƴŜǎ ǿƛƭƭ ƴŜŜŘ ǘƻ ƘŀǾŜ ƻƴŜ ƻŦ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŀƴǘƛǾƛǊǳǎ ŀǇǇƭƛŎŀǘƛƻƴǎ 

with up-to-date definitions (see below for information on how to download antivirus software 

provided by UAB): 

1. Microsoft Forefront 

2. McAfee 

3. Norton (Symantec) 

4. AVG 

Mac users: Antivirus software is not required to connect to uabwifi-nac. 

UAB Provided Antivirus Solutions 

To download Microsoft Forefront for Windows or Sophos for Mac at no additional charge, please visit 

our Software Download Site at www.uab.edu/it/software (you will need to log in with your BlazerID and 

strong password). You may also choose to schedule an appointmeƴǘ ǿƛǘƘ ¦!. L¢Ωǎ IŜƭǇ 5ŜǎƪΣ !ǎƪL¢Σ ŦƻǊ 

assistance in meeting this requirement. To make an appointment, please call AskIT at 205-996-5555.  

http://www.uab.edu/wireless
http://www.uab.edu/it/software
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Checking Windows XP for Service Pack 3 (SP3) 

Before proceeding attempting to connect to uabwifi-nac, please follow these steps to determine 

whether the machine has been updated with Windows XP Service Pack 3 (SP3): 

1. Left-ŎƭƛŎƪ ƻƴ ǘƘŜ άStartέ ōǳǘǘƻƴΦ 

2. From the Start menu, right-ŎƭƛŎƪ ƻƴ άMy Computerέ ŀƴŘ ŎƘƻƻǎŜ άPropertiesέ ŦǊƻƳ ǘƘŜ ŘǊƻǇ-

down menu that appears. 

 

  



 

Page | 3  
 

/ƻƴǘŀŎǘ !ǎƪL¢ ω нлр-996-рррр ω ŀǎƪƛǘϪǳŀōΦŜŘǳ ω www.uab.edu/askit 

3. Review ǘƘŜ ǎȅǎǘŜƳ ǎǇŜŎƛŦƛŎŀǘƛƻƴǎ ƛƴ ǘƘŜ άSystem Propertiesέ ōƻȄΦ ¢ƘŜ ǎŜǊǾƛŎŜ ǇŀŎƪ ƭŜǾŜƭ ƛǎ 

displayed under the operating system information, as shown below.  

 
 If you already have have Service Pack 3 installed: Please proceed to the steps on page 4, under 

ά/ƻƴŦƛguring Windows XP SP3 to Connect to uabwifi-nac: Part I.έ 

 If you do not have Service Pack 3 installed: you will need to install it before proceeding with the 

steps to connect to uabwifi-nac. Students in residence halls can do this by connecting to ResNET 

via the Ethernet port in their dorm room. Otherwise, if you are unable to connect to the Internet 

to download and install Service Pack 3, you may contact AskIT at 205-996-5555 to set up an 

appointment. The technician at your appointment will provide the installation file (typically by 

ŎƻǇȅƛƴƎ ƛǘ ƻƴǘƻ ȅƻǳǊ 5ŜǎƪǘƻǇύ ŀƴŘ ŀŘǾƛǎŜ ȅƻǳ ǘƘŀǘ ȅƻǳǊ ŎƻƳǇǳǘŜǊΩǎ ǇƻǿŜǊ ŀŘŀǇǘŜǊ Ƴǳǎǘ ōŜ 

plugged into an outlet in order to install Service Pack 3.   
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Configuring Windows XP SP3 to Connect to uabwifi-nac: Part I 

Step 1a. Configure Your Wireless Client in Windows XP. The following instructions are based on the 

Microsoft Windows Wireless Zero Configuration service-the wireless client that is provided by the 

Windows operating system. During this configuration process, you will determine if your system 

supports the WPA2 (IEEE 8  02.11i) WiFi standards that are required for use of the uabwifi-nac network. 

1. Click on the Start menu, select "Connect To" and choose "Show all connections." 

 
2. Right-ŎƭƛŎƪ ƻƴ άWireless Network Connectionέ ŀƴŘ ŎƘƻƻǎŜ άPropertiesΦέ  
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3. In the "Wireless Network Connection Properties" window, click on the "Wireless Networks" tab 

at the top. Make sure that the box next to "Use Windows to configure my wireless network 

settings" is checked (as shown below). 

 

Note: if ȅƻǳ Řƻ ƴƻǘ ǎŜŜ ǘƘŜ άWireless Networksέ ǘŀō ȅƻǳ Ƴŀȅ ƴŜŜŘ ǘƻ ŘƛǎŀōƭŜ ǘƘŜ ǇǊƻǇǊƛŜǘŀǊȅ 

wireless network management application on your laptop (the steps for doing this will be 

different for each model; for assistance please call AskIT at 205-996-5555).  

 

4. Next, in the "Preferred networks" panel, click the "Add" button. 

 

  



 

Page | 6  
 

/ƻƴǘŀŎǘ !ǎƪL¢ ω нлр-996-рррр ω ŀǎƪƛǘϪǳŀōΦŜŘǳ ω www.uab.edu/askit 

5. Lƴ ǘƘŜ άWireless network propertiesέ ǿƛƴŘƻǿΣ ŜƴǘŜǊ άuabwifi-nacέ όŀƭƭ ƭƻǿŜǊ ŎŀǎŜύ in the 

άNetwork name (SSID)έ ŦƛŜƭŘΦ /ƘƻƻǎŜ άWPA2έ ŦǊƻƳ ǘƘŜ άNetwork Authenticationέ ŘǊƻǇ-down 

list and "AES" will automatically populate the "Data encryption" field (as shown below).  

 

Note: If άWPA2έ is not ƛƴŎƭǳŘŜŘ ƛƴ ǘƘŜ άNetwork Authenticationέ drop-down list, this indicates 

either that the driver for your wireless adapter needs to be updated, or that the wireless 

adapter may not be WPA2 compatible. For assistance with updating the driver for your wireless 

adapter, please contact AskIT at 205-996-5555. 

 

6. Click on the "Authentication" tab. 
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7. Choose "Protected EAP (PEAP)" from the "EAP type" drop-down list (as shown below).  

8. MŀƪŜ ǎǳǊŜ ǘƘŀǘ ǘƘŜ ōƻȄŜǎ ōŜǎƛŘŜ άAuthenticate as computer when computer information is 

availableέ ŀƴŘ άAuthenticate as guest when user or computer information is unavailableέ ŀǊŜ 

NOT checked (as shown below). 

9. /ƭƛŎƪ ƻƴ ǘƘŜ άPropertiesέ ōǳǘton ǳƴŘŜǊ άEAP type.έ 
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10. In the "Protected EAP Properties" window, make sure that "Validate server certificate" is 

selected (as shown below). 

11. In the list of "Trusted Root Certification Authorities,έ scroll down and check the box next to 

"Equifax Secure Certificate Authority" (as shown below). If "Equifax Secure Certificate 

Authority" is not available, do not check any of the "Trusted Root Certification Authoritiesέ 

options. 

12. Choose "Secured password (EAP-MSCHAP v2)" from the "Select Authentication Method" drop-

down list. 

13. Check the box next to "Enable Fast Reconnect" to enable it. 

14. /ƭƛŎƪ ƻƴ ǘƘŜ άConfigureέ ōǳǘǘƻƴ ƴŜȄǘ ǘƻ άSelect Authentication MethodΦέ 
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15. In the "EAP MSCHAPv2 Properties" window, uncheck "Automatically use my Windows logon 

name and password (and domain if any),έ then click άOK.έ 

 
16. Click άOKέ in the "Protected EAP Properties," "Wireless network properties" and "Wireless 

Network Connection Properties" windows to close them. 

17. A balloon will pop up from your task bar indicating "Wireless Network Connection: Click here to 

select a certificate or other credentials for connection to the network uabwifi-nac." Click on 

the balloon. 
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18. 9ƴǘŜǊ ȅƻǳǊ .ƭŀȊŜǊL5 ŀƴŘ ǎǘǊƻƴƎ ǇŀǎǎǿƻǊŘ ƛƴ ǘƘŜ άUser nameέ ŀƴŘ άPasswordέ ŦƛŜƭŘǎΣ ƭŜŀǾŜ ǘƘŜ 

άLogon domainέ ŦƛŜƭŘ ōƭŀƴƪΣ ŀƴŘ ǘƘŜƴ ŎƭƛŎƪ άOKΦέ 

 
Note: If "Equifax Secure Certificate Authority" was unavailable for selection in Step 11, at this 

point a balloon will pop up from your task bar indicating "Wireless Network Connection: Click 

here to select a certificate or other credentials for connection to the network uabwifi-nac." 

Click on the balloon and accept the certificate. 

 

19. A balloon will pop up indicating that you are now connected to uabwifi-nac. Please proceed to 

page 20 for the άWindows Operating Systems: Authenticate on uabwifi-ƴŀŎΥ tŀǊǘ нέ section.  
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Configuring Windows Vista to Connect to uabwifi-nac: Part I 

1. /ƭƛŎƪ ƻƴ ǘƘŜ άStartέ ōǳǘǘƻƴ ŀƴŘ ŎƘƻƻǎŜ άConnect ToΦέ 

2. /ƭƛŎƪ ƻƴ άSet up a connection or networkΦέ  
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3. /ƘƻƻǎŜ άManually connect to a wireless networkέ ŀƴŘ ŎƭƛŎƪ άNextΦέ 

 

Note: If you are asked to "Choose a wireless adapter," select "Wireless Network Connection" 

and click "Next."  
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4. Lƴ ǘƘŜ άManually connect to a wireless networkέ ǿƛƴŘƻǿ, fill ƛƴ άǳŀōǿƛŦƛ-ƴŀŎέ ŦƻǊ ǘƘŜ άNetwork 

nameΣέ άWPA2-Enterpriseέ ŦƻǊ ǘƘŜ άSecurity typeΣέ ŀƴŘ ά!9{έ ŦƻǊ ǘƘŜ άEncryption typeΣέ ŀǎ 

shown below. [ŜŀǾŜ άStart this connection automaticallyέ ŎƘŜŎƪŜŘ όƻǊ ŎƘŜŎƪ ƛǘ ƛŦ ƛǘ ƛǎ 

ǳƴŎƘŜŎƪŜŘύΣ ǘƘŜƴ ŎƭƛŎƪ άNextΦέ  
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5. ClƛŎƪ άChange connection settingsέ ƛƴ ǘƘŜ ƴŜȄǘ άManually connect to a wireless networkέ 

window. 

 

  


