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1. Q& ¢ A Niksf ualdwii ang Gabwditic, areavailable to students in convenient areas on
campus, including classrooms and common aréhs. preferred network for students is uabwiiiag
which requires WPA2 authentication. Students in residence halls have access only to uabwifinac,
whereas commuting students may also connect to uabf@ithough uabwifinac is recommended)

Connecting to uabwifi

To connect to uabwifi, choose it from ydiist of available networks and enter the WEP key, available at
www.uab.edu/wirelessAfter connecting, open a browser window and enter your BlazantDstrong
passwordwvhen prompted.

Connecting to uabwifinac

e System Requirements
1. The operating system must either be Windows XP (SP3), Windows VistaCoDBA
2. Thewirelessadapter must be able to support WPA2 AES encryption
3. Thelaptop mustbe up to date on operating system patches and antivirus software
e Antivirus Requirement®eginning with the Fall 2009 semester, in order to connect to ResNET
oruabwifiy O adGdzZRSydaQ YIOKAySa gAatft ySSR G2 KI @S
with up-to-date definitions(see below for information on how toodvnload antivirus software
provided by UAB)
1. Microsoft Forefront

2. McAfee
3. Norton (Symantec)
4. AVG

Mac usersAntivirus software is not required to connect to uabwiéic.
UAB Provided Antivirus Solutions

To download Microsoft Forefroribr Windows or Sopho®r Macat no additional charge, please visit

our Software Download Site atww.uab.edu/it/software(you will need to log in with your BlazerID and

strong password)You may also choose to schedule an appoigfie g A G K ! . L¢Qa | St LI !
assistance in meeting this requirement. To make an appointment, please call AsklTOR6REDH5.
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CheckingVindows XHor Service Pack BSP3)

Beforeproceeding attempting to connect to uabwiiac, please followhese steps to determine
whether the machine has been updatedth Windows XP Service Pack 3 (SP3)

1. LeftOf A O St DA (@ y ®
2. From the Start menu, righDf A ONly Camyputeé | Y R Préperzed S TANR Y -1 KS RNER LI
down menu that appears.

Explore
B’ Control Pane

Search...

Set Program  Manage
Defaults

Map Network Drive...
e_, Connect To | pisconnect Network Drive. .

.‘;é Printers and  Show on Desktop
Rename

!)) Help and Suf Properties
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3. Reviewi K S
displayed under the operating system information, as shown below.

System Properties

a
|
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aeaidsy

-—'—

& LIS¢ster Rroperties 2 § AE ®y ¢ &

General | Computer Name | Hardware | Advanced | Remote

System:
Microsoft Windows XP
Professional
Version 2002
Service Pack 3

Registered to:
Rentex

55274-640-2872386-23761

Computer:
Intel(R) Pentium(R) M
processor 1500MHz
1.50 GHz, 1.00 GB of RAM

0K ][ Cancel ]

RX

If youalready hare have Service Pack 3 installdélease proceed to the steps page 4under

a / 2gdrihdsWindows XP SP3 to Connect to uabvafi Part I€
If you do not haveService Pack 3 installegiou will need tanstall it before proceeding with the

steps to connect to uabwiiac. Students in residence halls can do this by connecting to ResNET
via the Ethernet port in their dorm room. Otherwise, if you are unable to connect to the Internet
to download and install Service Pack 3, you may contact AskIT 895555 to set up an
appointment. The technician at your appointment will provide thstallation file (typically by

O2LRBAY3I Al 2yG2 @2d2NJ 5S5Sa1dGd2LW FYyR | ROAAS
plugged into an outlet in order to install Service Pack 3.
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Configuring Windows XP SP3 to Connect to uabwéc: Part |

Step 1a. Confige Your Wireless Client in Windows XP. The following instructions are based on the
Microsoft Windows Wireless Zero Configuration sertieewireless client that is provided by the
Windows operating system. During this configuration process, you wiltméte if your system
supports the WPA2 (IEEED2.11i) WiFi standards that are required for use of the uakvét network.

1. Click on thestart menu select'Connect T6 andchoose Show all connections

43 Windows Messenger

O
)

S -

-
% Connect To

;&é Printers and Faxes *s Show all connections

Tour Windows XP

Files and Settings Transfer 9) Help and Support

Wizard

All Programs D

Log Off @ Turn Off Computer

T Doc1 - Microsoft Word

2. RightOf A OWireleésy Network Connectich |O/KR 2Pxoferti@sb &

!ie; Available Wireless Networks

Repair
Bridge Connections

Create Shortcut

Rename
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3. Inthe 'Wireless Network Connection Propertiesvindow, clickon the "Wireless Networks tab
at the top.Make sure that the box next tiJse Windows to configure my wireless network
settings" ischeckedas shown below)

Note: ifé 2 dz R 2

Y IMireledsNStwaik& SG o &2dz YI &

YySSR (2

wireless network management application on your laptop (the steps for doing this will be
different for each model; for assistance please call AskIT af265555).

4. Next in the 'Preferrednetworks" panel, click the Add" button.

-+ Wireless Network Connection Properties @

General | Wireless Networks | Advanced

Available networks

Prefemred networks
below:

R rentex (Automatic)

To connect to, disconnect from, or find out more information
about wireless networks in range, click the button below.

Automatically connect to available networks in the order listed

[ View Wireless Networks ]

(2] (Ronore ) (Prpotis |

Leam about setting up wireless network Advanced
confiquration.

o ) Coaws )

/2yt O
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5. Ly Wiefessaetwork properties ¢ A Y R& yiiab®itvdad o6 t £ mte& SNI OF 4SO
Network name (SSIB) Thh S (KRVPAZS TNE NetworKAithanticationé  R-dbRM.J
listand "AES will automatically populate theData encryptiori field (as shown below)

Note: If WPAZ is notA y Of dzR SNRetwark/Autheftiatidré drop-down list, this indicates

either that the driver for your wireless adapter needs to be updated, or thattineless

adapter may not be WPA2 compatible. For assistance with updating the driver for your wireless
adapter, pleaseontact AsklT a205-996-5555.

6. Clickonthe "Authentication" tab.

Wireless network properties .

Association | Authentication | Connection |

Network name (SSID): uabwifinac

[[] Connect even f this network is not broadcasting

Wireless network key
This network requires a key for the following:
Network Authentication: |WPA2 V|

Data encryption: AES 9

[[] This is a computerto-computer (ad hoc) network; wireless
access points are not used

o J (Cona
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7. Choose'Protected EAP (PEAH)om the "EAP typé drop-down list(as shown below)

8. MH1S adzaNB §KI ( Adihgrficate & EdnautedvéhénicdnPutedinformation is
availablé | AuRenticate as guest when user or computer information is unavailable I NJ
NOTcheckedas shown below)

9. / £ A O1 PoopertiésK Soonklzy R EAR type

Wireless network properties

| Association | Authentication | Connection |

EAPtype: | Protected EAP (PEAP) v

[[] Authenticate as computer when computer information is available

[[] Authenticate as quest when user or computer information is
unavailable

[ ok || Cancel |
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10. In the 'Protected EAP Propertiésvindow, make sure thatValidate server certificatéis
selected (as shown below).

11. In the list of' Trusted Root Certification Authoritieg scrolldownand check the box next to
"Equifax Secur€ertificate Authority' (as shown below)f "Equifax Secure Certificate
Authority" is not available, do not check any of thErusted Root Certification Authorities
options.

12. Choosé'Secured password (EARSCHAP v2)¥rom the "Select Authentication Method drop-
down list

13. Check thébox next to "Enable Fast Reconnédb enable it.

14./ £ A O1 ConfiguiEK $ drii (i 2 WBeleftdHenticaion Method ¢

Protected EAP Properties @

When connecting:
validate server certificate

[[]connect to these servers:

Trusted Root Certification Authorities:

[___] Entrust.net Secure Server Certification Authority A
[[] ePKI Root Certification Authority

Equifax Secure Certificate Authority

[] Equifax Secure eBusiness CA-1

[[] Equifax Secure eBusiness CA-2

[[] Equifax Secure Global eBusiness CA-1

[] esign Imperito Primary Root CA v
< >

[__'] Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

g

| Secured password (EAP-MSCHAP v2) v figure...

Enable Fast Reconnect
[[]Enable Quarantine checks
[:] Disconnect if server does not present cryptobinding TLV

[ OK ][ Cancel ]
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15. In the 'EAP MSCHAPV2 Propertlagindow, uncheck Automatically use my Windows logon
name and passwordand domain if anyy then clickdOKe

r
EAP MSCHAPv2 Properties

When connecting:
O] Automatically use my Windows logon name and
ssword (and domain i any).
OK [ Cancel |

16. Aick GOKe in the "Protected EAP Propertigs"Wireless networkproperties' and "Wireless
Network Connection Propertiéswindows to close them.

17. A balloon will pop ufrom your task bamdicating"Wireless NetworkConnection:Click here to
select a certificate or other credentials for connection to the network uabwrnifc" Clickon
the balloon.

(131 Wireless Network Connection

Click here to select a certificate or other
credentials for connection to the network
uabwifi-nac
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1.9y (iSNJ @2dzNJ . f T SNL5 WsgrRamé (| NBaRSvard) A B2 RR>A{SHE RS
dogondomaig FTASIRIYRI ya®y Of A 01 a

Enter Credentials IY'

User name:
Password:

Logon domain:

[ ok | | concel |

Note: If "Equifax Secure Certificate Authorityvas unavailable for selection in Step 11, at this
point aballoon will pop up from your task bar indicatifiyireless Network Connection: Click
here to select a certificate or other credentials for connection to the network uabwiéc."
Click on the balloon and accept the certificate.

19. A balloon will pop ugindicating that you are now connected to uabwific. fease proceed to
page 20 for théWindows Operating Systems: Authenticate on uabwifi I OY  sectiddi  H ¢

() wireless Network Connection is now connected le

Connected to: uabwifi-nac RESVOCEI
Signal Strength: Excellent

2yl OG 986D p b pi| wwihpdzl vove.Bal. ddukskt Page |10




“ INFORMATION
TECHNOLOGY
Configuring Windows Vista to Connect to uabwifac: Part |

1. / £t A 01 St (D& (e y CofectTIKE22a S a
2. | £ A OSet up g comnectioor networkd €

Disconnect or connect to another network

Show [All -

.

[
) Connect to a network ’ N

W =
\
1
[
|

[l L_‘ uabwifi Connected 5!“
- |
-l ifi- -
& uabwifi-nac Security-enabled network ,ﬂ!ﬁ
Set up a connection or network i

Open Network and Sharing Lenter

[ Disconnect J[ Cancel ]
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3. / K 2 2MaBually connect to a wireless netwokk | Yy RNetd & O1  a

Note: If you are asked toChoose a wireless adaptgrselect Wireless Network Connectich

andclick 'Next"

@ ? Connect to a network

Choose a connection option

Connect to the Internet —
Set up a wireless, broadband, or dial-up connection to the Internet

&1 Set up a wireless router or access point

Set up a new wireless network for your home or small business

ﬁ' iManually connect to a wireless network
BN Choose this to connect to a hidden network or create a new wireless profile

A Set up a wireless ad hoc (computer-to-computer) network
&Ry Set up 2 temporary network for sharing files or an Internet connection

m

'/"-l Set up a dial-up connection

Connect through a dial-up connection to the Internet.

[7Next ][ Cancel ]
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4. Ly WanGallycconnect to a wireless netwokk ¢ A MiRA2ys & daf [0 G TIRINGrkG KS &
nameX eWPA2Enterprisé T 2 Bdcurifgy §p&d I Y R & ! EndntioFtgp®IE 1 K & &
shown below] S| Bt&t this connection automaticaly OKSO1 SR ¢ 2NJ OKSO1 A
dzy OKSO1 SRONextdtiéKk Sy Of A 01 «a

@ ? Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: uabwifi-nac

Security type: {WPAZ-Enterprise v]

Encryption type: LAEES vJ

Security Key/Passphrase: Display characters

V|'Start this connection automaticall"):é

|| Connect even if the network is not broadcasting
Warning: If you select this option, your computer’s privacy might be at risk.

[ Next ][*‘C‘;ncel ]
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5. CA OQhang@e connection settings\ y (i K Blanyaflylednnedt to a wireless netwok
window.
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